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Abstract of JP200308731 6 

PROBLEM TO BE SOLVED: To provide a method of transmitting data capable of 
avoiding network congestion. SOLUTION: This invention provides the method of 
transmitting data from customers over a computer network, in particular over the 
Internet, where the data to be sent are split into packets, in particular into IP 
packets, where each packet is marked by one of at least two states (IN, OUT) 
and where the states (IN, OUT) determine which packets are dropped first, if 
packets are dropped during transmission and the marking of the packet with a 
state of high drop precedence (OUT) is based on a random probability (p). 
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[|f*Jll] -nvMx-S ■ h V-lZit IX. 
WC-f htftlX. US (CI, C2, C 

3. C4. C5, C6» C7. C8. C9. C10)^ 

*>t- 9 mmtztmxh o x . zvumximmz 

£*U HE*/^ y y. {zte'J?% < i: i 2 oottffl ( A 

( 77 h ) nttmx'wsy . y bc^mmwy yyj^mm 
( p > izm^< z t zmLti-zr-fmrnm. 
i ii^ii 2 ] mMmmm%MiiL (TVh)-cw 

[ it #m 3) huI55 y r i>mm ( p ) ( c 

K C2, C3, C4, C5. C6, C7, C8, C 
9. CIO) C?)h77< vflZ-O^xmfeZtl&Zt* 

mmt -thmm. i xa 2 fcteaor- 

[11*114] |g*«y h7-^c^3yt°i-^(ii:^tc 

immns] wA^mg <ci, 02, 03, C4, 

C 5 . C 6 , C 7 % C 8 . C 9 , C 1 0 ) V9<r& 

[|f*lf!6] T-^^OgWT'Uy^tiJi^^ 
SrWU JiSfcttfJ 9 ST £>*ifcfbfc»«II (CIR) 

[lf*JS7] ISfflSB* (C 1. C2, C3. C4. C 
5. C6, C7, C8. C9. C10)<0h57^7^ 

p = kl x <b ref -b) - 

dWATvyiZti^XPo i d {4p^L<-fe-y hZtl 

b Q , d ttbfc*§5L<*yb3;h.S£££^fc-rMS 

*« i ~~4cr>\ ^ix^^\,ztm<F>T-?mmm . 

[fg*JS 16] «* ( p ) tt. 0 1 1 fctf>Hlfc:-«fc 
[11*3117] 51$ ( P ) m& (u ) J:0**Vtl 

Mis^°y-y MifflgESiESflB&Gtt (77H t- 
w&nm>ti& z t z%mt tmxm 1 6 fciEfw>T 

[H*«i8] mwvh&.n&KuziT ■ s 

WLt-thimm i~i 7o^-rn* i -otciBi!ic7)T-^ 

[if*js i 9 ] f£ii<wzfc{ti>^ y vmmwm^ 



[fi*^8 ] fsiM'ft. mm& (ci, c 2 . c 

3. C4, C5, C6. C7, C8. C9. C 1 0 ) C 

WiT^X htitzmmwm (cir) fcttifcfcfc, t 

h jWS h $ ill. i i: S: mm t ?l If *« 6 X Ji 7 (cCtt 

[|f*iI9 ] A* 7 h^Ep#ft(i3Sffi0^1lt SiJ 0 
ST /?,nfcfb*:flf«li (CIR) t ffHmnzm^< z. t 

ifflkt-rz if *ii 6 - 8 Co v vtffta>-ofcgE»<z>T - 

[ If *Jg 1 0 ] igftco^^ t m 0 3 T t> KkM&M 
(CIR) fc OltlSJi h~? y ■ tVr •/ h fc«^< 

ll] S&affiMltfW 0 S T 4> KMkm 

(cir) j: osv^tc, itfie^ 0 ^'/ hiwitries 

6~i ow^t^^izamwT-ftemiim. 
im$m 1 2 ] T-?oi*fitiTc pmisro h 

£tf-LT. WtcTCP/I PSr^-LT, ft^iiSCli:^ 

itta 1 1 hwm i ~ 1 1 w. ^-ftiti^-^ztim^T- 

imSm 1 3 3 MIB^^ 7MiDif fSer vUm 
X\ IfrtKlZPHBZjtlX. ^(iWREDlCj:^^ 

HttSKHs ( a f ) x\ m&zti&zktmik-rm 
*jgi~i 2co^irtii)^^z%m<n>T-9fcmi%k. 

[ msm 14] hu IE EPWt li 2 o«Rtt t J: 0 ff^ii 
4ii:*«fa4:-f4il*«l~l 3c7)^-ffL*^-o^ie 

[ if *« 15] 4^. tztitiXT >y rx-<mm ( p ) 

mi] 

k2 X (b Mf -b oid ) + p old 

fc. fi^^^felifi (T7h ) T'EPWtt^iiTV^ 
%>*^7~ «y h Ji^T ^fL§ i i: Sr^Stfc ^«|| *JI 1 ~ 1 

[|f*JS2 0] TCP*? 4 yy^WAX ( 
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[&2] 

R(t) 2oR(t-R(t)) KV W/ 



2 1] h-^y-z^vh'^a^y- 
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b 



R(t) 



[It^JS2 2] TCP>7 4 yh'^ • 1MX <W) Mf 

Y-?y ■ rtjr-y b ■ it^^yi/- (b) <ryyf£<t 

( RTT ) RX/TC P y-XcO-Sit ( N ) <7)4-&< > 
i-oTW(t§ftl>C:££t^tl>ff*JS2 OXte 



5W = 
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R 0 2 C 



(dWK5W(t-R 0 ))- 
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5b = -— <5W, 



^Sp(t-Ro). 

2N 2 



[»5] 



6 W=W-W ( 
6 b=b-b, 



6p=p-p 0 . 

[||*3B2 3] KTR* 6 fc^ £ fU> 4 9 £ 1 / R 0 

N <<e J_f 

ffi!RIWiJ*lT^)»7fc*S*L4»5e^)J: 3 

[*7] 



H( S ) = -ML 
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2N" 



s + 



2N 



R 0 2 C 



24] b-?y -Jty-vh • tta.^Vi'- 

(b) It, aybu-y, mz. &TO»8fc:*3*ifc 



C(s)r=K-2- 



ayhn-ylzffljl'-rnmmttW.Zit&tzMz. a 
[&9J 



£ = <Og = 0.1 
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.2 

R + C 



J; 0 3 y h n-7 fctJftSf Iff ( K ) imT<D& 1 0 IZ 

mi t + & mm 2 a xi$ 2 5 izmmwt- 9 \mn 
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K = 0.007 



(2N-) 



(2R+C 2 ) 2 * 



[m**2 7 ] k 1 14. ft £ L < {iOT^ISC 1 1 
Ztl&§^t:ffiK:i-£o%jmB$&i (bilinear trans 
formation) l/ZX 0 . 

[mi 13 

k1 = K 



1 



2 to 



9) 



tmzti&zt£w®b-f&mmi5. 25^x^2 

mm 2 8 3 k 2 {4, if $ t < ttJ2lTtf>R 1 2 fc^ 
Ztl&W&;Zffitl-r£o%mm$&l (bilinear trans 

formation) nzja mnzti&z t zmmt-t &mm 

15, 25, 2 6 . Xf42 7 KIE«^T-^€HJ^rffi. 
[»1 23 
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^■y h*m£il-i> ( Hnyr$il*) ifflW 
[0002] 4"B. 3yea-^-*7b7-^HL 

rusj&^or-^^eis-ri^tt^a****. ^y 

* - * y h £ tfr L T fiiM $ fi I. * * r - * UHRfc y 1 ^ 
•yhtzimztil. r-fit. I P7'nh3;l/^tt 
15i*$*i4$r4>tf. -roha;!/ ( I 

P) ^•yht^WSitS. *y hV-^^LTy^ 
7 hAUA-Xl:, BP*>f|g*lLT\ imZtiZZk* 
ffiE-t&iZMz^ n^r-y Mi4>&< k i 2mW&<no 

■y htfgWcjgfc ZtLt'W? >y 3 *U 

{i#"£P £ ft/TV ^y\'^-y h (T^h • A77h) UftlO 

(4 y ■ y^-y h) {4frc4>ftfcv^^5K^flPfs£3r 
f*. 

[0003] y^y Mi, *«y h <7-?lCAI> i: # fc, 
EP^fyUtJ'-f y*-*y h • -fr-h** • roA^ ( I 
SP) <7)«oy-FT\ BWWt&*i4 . ^7M: 

y>y h ) imvefitfi'mbtii. 

it. mztdx'hi. zcozbit. m%<om*)Mx$>ti 
x^& *cwwifife&£±m ix^&tz izim^ ^mm 

^oZbiimcth. y^-y h^S&b&v^ ££rtftt 

Law** .y hzmmwmsizm hzb Hicts 
a*. mmm<zbitx'^\ 

[0005] *HH>1<7)BW(i, «W>;U-^tUV^TyC4r 

*vh7-'?mk£®mt&zb£mb-r&. sure 

[0006] ♦SMHfcJfitf , d<7)SW(i, iOTilSft 

< z b zmbtmxm i oimz*? T-fimn 



[ooo7] *%miz£titf , ? vy&mmzmrswx 

»Vr -y h iz mttifl Z b izX 0 . ^tr >y MiffJ 0 IT 
t, rVrv hit. y^ y hOKiM^giJO^T^tv^ 

isas$<i*=5:^tf, m^w**? hmmitv-Mzim 

[0008] ^t3*^^fEjM$:ffiiiE1--?» Zb izmiX, 

mmm&Mmx'W-v M^awwi, &M££.-o^ 
x&-coy yyj±mmzmrs% s wzi o tm&zm 
>hmzth . 

[0 009)^7 hv-^coy-HtiUy^tioav^ 

fc«N»s*i&. mm^mmmiz^mm/xitmrnm 
men v y? mart* z b tfX'% h . z<r>m^, &im 
tout, m%tfm&h7y< y7zmm~Jif&tzMz 

xmbimz^x. zw&tmmt&wm zmmn i 
iob?&. wmt&b. mkomtx-iz. mams* 
mmz tx -At tzimwicm&tf. 

ct0il : t<7t§v v«f «d*ft»tK4 b^oZbtffo*) 

#4. *muz£&n&x'it. zimit&mmL-oti 

[ooio] y y^«ifi^fif«ig*^ru. atf/xJiH 

«5rx^y^3& 5 ^<*4. 
[0011] rtT-v hifi*v hV-tizXhb* . 

fii^i^'Jlf-tiiforiti. toi:t-«WWr^U 
-F-ti, h-^y • y^ y hT'*>4. y^-y h*^-y h 

a xiz^xmmfif htih h-^y-^dryhit.m 
%mxLti%imi l zttm&mx'mizztiz>. h-<? 
y ■ rt7-vh<w4x (mzbhmftih) twv^x 

fflc?)mifico-mftX'fo&. 

[0012] mzfrbv&tbtvfc.w xttzit^zo 

y htff&<7)S-hX-&mZtl&k% , /^ y 
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bit EP^h-^y y^ y h .^^nyiy- s £j- 
•y r-JISfcHSUMRW^f h^'h-^ y . ys,>- y 

[00 13] 37 • y-Ffc*$WC N 4tWty-7 r-# 
^Ep My/7>7h) Wfc 6 1* l§l t /" n* «y 7 r - £ A 

o (C*y h 7-^**WfiJtS^TV^IS'5{i^ y • A* 
7"«y h^LT^££ix&Oi<t# - ffiliE$*i.g>. 
[0 0 14] JjeK$<t"CV^*5MBU, il*£Wr— 7y 
• A>.y r-£&<7)J: dfcJfiSi"f 6. Mi. *&<?»V 

tr-y VWAXtf] — ?y • ;\*7->y hficTyW r-gc£_t 

•y htftftefcUJWroT) — ffiOlWriWll ITW^ 
fcE|l$*l-g> (iS&iSlgSfeJfft) . *«y r-7-?o«»w> 

Mifc*fc<«i:$*iST**$5 

L^T" -y 1- *%JM$iJffll7-o h 3/MTC P ) (#£<£& 

cp/ip)cj: wmzti&z^f, m®mkim± 

b . $-M%mt2>&<7» vr «y himtzti* mm* w± 
[0015] ^mzmmmmmx'it. uif 

4 7^-7 ( D i f f S e r v ) S8fctSWC(B£$;h. 

&zbffX'Z&. T<y*r-7 (r jyv-yr-^T 

7^-vbiifaZtih. ) li4y?-*y hX-V-tAffa 

f (Qos) ('m&frc>7\mm&x°) wm 
mftz&mziti bmzimzf&mmmmzTm 

LXH<ZbizX-?xm&^tlh. DiffServt 
ii. Kl~<y MC*>y r-7-7c7)ADPTD i f f S e r 
v3-WVh (DSCP)t'^lt^. 37fc 

ti^x {i-en 4><7) d s c p £j5& t t -eii ^> tz&mmmtf 

H-lhtlh. #DSCP(SA'-^>y7^ij (Per-Hop Be 

havior (PHB) ) tZtfmth, 
[0016] 2 7>l>-7cr>PH B , -T^^^^IBj* 
(EF) PHB&tfffiEtt£ia£(AF) PHB^ii 

^TfcJta^flT^I.. 



[0017] r 4 ^Hf-y^-b'^Sr^-r^Hf-t* X 
• roAVf^ ^ispjj. HRtcflHEttSIBI (A 
F) ^ffl^T^-h'^^tlft-ri. AFT'li. HgOA* 
7--yMi, f£llg#>4><9f£b77 4 M^titz 

t> U& r- 7 7 4 y ? jWW 0 ST 4>*lT V^fctflf 
X"&Xt>tlZ>. 

[0018] ~mz. ■ ruju yizx&T- 

tt<kt>&u*B$w&tmttbimti. mmz 

TCPbmzAFZm^hb. f%ih77^y 

9 m\ o st ^iitzMTwmmx l < <&^b m 

%*i>tzt>i: ait '^vhnmbZti&bZlzT 

CP#<£c0h77 4 »/?*®!}>Z-£hfrbX-b&. 

m^'Srl.. ^t;ct^T(i. ^oS^^-frti, £TO 
H^coTCPy-XiO. ^T^-ecojIfi^S^lHi^® 
TS-fr&fcv^ran* (USS) mmb^m%t:i>i>tzt> 
"f. *WB*fctT. H»^iMfii»K3&^aBLT. h7 
7 -y J: 0 * L < ffi < tth b ^ d 

[0019] Di f f Se rvtlt fl^L^AF tffl 

jUffjlJ^^C I R (Committed Information Rate 

(SfEflWHStK) . f§£{i§iJ9ST£ft£&AiIjg£i 

mm. m o st t>titzmM#ffi&±.m t^r -y h 

[0020] ^OEPW(t7/P3"U XA(i. 3 

m&9mmzimzti&zb&x'*&. tnw&imm 

#T£I>. 

[0021 ] 37 • 7-HT'Ji, ^tW^7 % 
OQilzfflb 4>-T, |5l(;A'-y7r-{2An^iil>. -Ictvn' 

£ . JWBfcflBfclSfif v h ttmUHzmb Ztihkoiz 
'< y7T-£Wm-&tzMzm$;imZtl& l-i<0**j 
— XAjiWRED (Weighted Random Early Detection 

(m^myy^^mtkiii) ) T£>!>. WREDJi. 
ffi^i^fe]l{4TEP^#(t^ii?t:A , 7- -y h^'ttTliA'^ 
-ybm&*£.tZlt%^£ol l z*-y b7-7tfffif&2tl 
TV^RROtt, Clii^cO^ yh^gliLT^i:?^^ 
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[00 2 2]TCPli. Ztlt><?>9miiZEXiLX. h7 

7 a y ? £ » m o i x wzmmmm zvmmtx 

*>iaT*3Q»U Zco&%t LX¥&jbyy< vyl&m 

p = kl X (b ref -b) - 

ZZXp 0 i d 0b o ! d JiM^r-zr (fycOJgfr 

fcWUTfc^ b 0 ! d ttbfc^L<-fe«yh$ii^ft 

[00 2 5] h#h-?y • y McASfclX 

[00 26] Y-7V ■ ;<7--y h • 

TCP?* yK«>^f X*>Jgfltfi. J2JL 

T?>R 1 4 ftfcSsSTfrf £ fc & . 
[00 27] 

[R14] 

1 v^)^^,^^ 



R<t) 2*R(t-R(t)) 



T^R 1 5 fc*sn^as«T«-f ; t tfX% h . 

[00 28] 
[»1 5] 



6-^0 . 

d-ITW (t ) (iTCP?>f yh'<7cO-9--fXT'J>0. R 
( T ) (2£?SjI3£l$f§j ( RTT ) X'$> <9 , N ( t ) titf 

«ct)tc p v-x<mxb *) . c(ifj o t>titzm± 

W&R (mwmX'ltC I Rfci&§ft&) 

[00 29] h-?y • M> y h • :*df j.'N'yv— 
J&*>TCPy-*»N£iRjfcl/C, *f&£fc:*$»t4TC 

P'7^yH?-^>fXatx/x<ih-^y-A'^.yh • 

[0030] 
[Rl 6] 



*r>xw%m-zitt>tih. 

[0023] mb?7< •y^*fOHW4fcftfc, 4* 

cor 1 3 izTjiztimftxmtz t 4 . 

[0024] 
[Rl 3] 



R °£*P(t-Ro>, 



2N' 



k2 X (b ref -b old ) + p old 

5W = !l_(5W + 5W(t-R 0 )) 

Ro C 
N 

5b = -^-<5W , 
R 0 



[Rl 7] 

5 W-W-W 0 

6 b=b-b 0 
6p=p-p 0 . 

SMfeS (w 0 N b 0 , Po ) <i> WTORl 8£^$;ft. 

TCPy-^cDRtoVvCiiN (t) =N, WSM 
JSUffilfcO^-CttR ( t ) =R 0 . W^-efl&fcMSBrC 

[003 1] 
[R18] 

W=0, b = 0 

ITF^R 1 9 fciSSfi 4 h . 

[0032] 
[Rl 9] 



N 



1 



r— « —— i 

R 0 2 C R 0 



[R20] 



H(3) 



R 0 C : 



•sRf 



2N 



s i- 



2N 



R 0 2 C 



^^n^R^Sr^-ria^rP I 3yhn-7KJ:9£ 
izxmbtifzC ( s ) <7)ffl$r#dP inyho— 7 
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[00 33] 
[82 1] 



ime] 



-+1 



C(s) = K 



_W 2 



[00 34] 
[822] 



2 

L0a J ) = e-' <oR '» 



1 



2N jco . , 2N 



TCPy-*<o»fc:ovvtNfcN- , Sfg®@B#^ (R 
TT) fcowc R 0 ^R + fc^o®H£fl*5Tf£i:, 

[0 0 3 5] iOBW^ftt, TCPB*5g»J:'3:*:S 
V 4 ijff i/X f A£8 5r ItR-f & £ 1 ifiX # , f£3 V ho 

[00 36] 
[823] 

*-«g«0.1— 5-. 

R + C 

T U - - f 3 -/UT£> 1 TCP B#£8«iilT08 2 4 1 

[00 37] 
[824] 

R +2 C 

[00 38] 
[8253 



K = 0.007 



(2N~) 3 
<2R 4 C 2 ) 2 ' 



A*«£j&C*4l$£}g|5W4. I L ( j ft) s ) | 

= 0. 1 fc£J:»K Kfc:ovvC<DlI£f#l>. 

[0039] ffifflllkiov^o^seCStW-rii fcfc: 

[0040] 



ZL(ja> g )>-146 o >-180°. 



[0041] jrjximfrt, z m&\v>$a&. t 
iz^ztimiRzmtitk 1 mx/k 2mtfM>ti&. 

[0042] 
[82 7] 



k1 = K 



h- 

2 (a 



1 



k2 = -K 



T 

2 



1 



9 J 



ftj s »±s/ 



C i T K ii 3 V h n - 5 fc J t & jfilflJT* 0 

flHSIBl/C I Rfc*U\ BP^^U: L£ 

[0043] *fS9Jf£J6fflLHfc$&S3-£4v^v^$r 
^ffiJ^^Tffi^S. £tf)BW*>fctf>fc:. *HBJOH^ 

4 Lv^3tJ»Kfc:o^T^IEi4tt. S«*OHRWfc» 



[0044 ] Hi (2, ^v^AF&tWREDfP 
HB£fl-LTi£4>*l&D i f f S e r vSWTCZAOJBI 
&C 1 RlfC 2 # I S P LT HgD 1 fttf D 2 £t 
-^*iS4^U*M**UTV^. Cl&l/C2tt. 
-eil^OI SPfc 1 0Mb P s<9#J9ST^*l£fetff? 

Jin (c i r) fcttjguo**. set. m&c i&t/c 

2ti. 20ms (CDR^lOOmsec ( C 2 ) <D 
RTTT\ 2 0Mbps<0**#«®3yy?££#l, 
t\ it(C2 0TCP7C7-2r#/?jifl-ri». 
[0 04 5] ^Sal^-^H>1S*fc:J:*4:, iWKK 

vyjjmiz&K tfwfcm imtm ix-mw h 

9. 83MbpsSl/8. 3 2Mb p sX'hh. W&C 
2<9h57 4 /^{Sl OMbpsOfiJOiT^^ft^ 

[0 04 6] H2(i. ma<oh-?y ■ A> 7 h • 7/P 

0. MROlVIMbMH 0 iT ^ti^ft^NHI, C I R 
bimZtiZ. *>rv htfl SP^-y yv-nzxh 

t # . *M XBco v ■ K*r ••/ h#S>J»9 %X t>titz 

®tmc i Rit&iz i sptw&c i xtxc 2 £ <^iat 

[0047] EZLW-vhtfh-fy ■ 

Al>t#, ail hLY—?y -JVrvb ■ 
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3lfgft)i{rtWtt(t£>ft4 . -f^Wttttflflte. >^ 

[0048] 83^7*7 btfffl2t l Zfjk%tlT^& b- 
9 V • K*r<t b • t^iJVsi/— ■ T)UzfVXM.CDMZ 
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1 . Title of Invention 

METHOD OF TRANSMITTING DATA 

2 . Claims 

1. Method of transmitting data from customers (CI, C2, C3, 
C4, C5, C6, C7, C8, C9 , CIO) over a computer network, in 
particular over the Internet, where the data to be sent is 
split into packets, in particular into IP packets, where each 
packet is marked by one of at least two states (IN, OUT) and 
where the states determine which packets are dropped first, 
if packets are dropped during transmission, characterized 
in that the marking of the packet with a state (OUT) of high 
drop precedence is based on a random probability (p) . 

2. Method according to claim 1, 

characterized in that the marking of the packet with a high 
drop precedence (OUT) is based on a single random probability 
(P)- 

3. Method according to claims 1 and 2, 

■ 

characterized in that the probability (p) is measured for 
the traffic of each customer (CI, C2, C3, C4, C5, C6, C7, 
C8, C9, CIO) . 

4. Method according to claims 1 to 3, 

characterized in that the computers of the network are linked 
with each other. 

5. Method according to claim 4, 

characterized in that several customers (CI, C2, C3, C4, C5, 
C6, C7, C8, C9, CIO) share at least parts of a link, in 
particular a line and/or a wireless connection or similar. 
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6. Method according to claims 4 or 5, 

characterized in that the links have maximum bandwidths 
and/or the customers have been provided an assigned maximum 
bandwidth (CIR) for the purpose of data transmission. 

7. Method according to claim 6, 

characterized in that the traffic of the customer (Cl f C2, 
C3, C4, C5, C6, C7, C8, C9, CIO) is measured. 

8. Method according to claims 6 or 7, 

characterized in that a packet is dropped when the assigned 
maximum bandwidth (CIR) of the customer (CI, C2, C3, C4, C5, 
C6, C7, C8, C9, CIO) is exceeded during the transmission 
and/or the maximum bandwidth of the connection in not 
sufficient to transmit the packets. 

9. Method according to claims 6 to 8, 

characterized in that the marking of the packet is based on 
the comparison of the current bandwidth with the assigned 
maximum bandwidth (CIR) . 

10- Method according to claim 9, 

characterized in that the comparison of the current bandwidth 
with the assigned maximum bandwidth (CIR) is based on a token 
bucket . 

11. Method according to one of the claims 6 to 10 , 
characterized in that the packet is marked with a high drop 
precedence if the current bandwidth is higher than the 
assigned maximum bandwidth (CIR) . 

12. Method according to one of the claims 1 to 11, 
characterized in that the sending of the data is done via 
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the TCP transport protocol and in particular via TCP/IP. 

13. Method according to one of the claims 1 to 12, 
characterized in that the packets are forwarded in a Dif fServ 
environment, preferably via PHB, In particular with Assured 
Forwarding (AF) with WRED. 

14. Method according to one of the claims 1 to 13, 
characterized in that the marking is done by means of two 
states.. 

15. Method according to claims 1 to 14, 

characterized in that the probability (p) at a given step 
is expressed as 

p = kl X (b ref -b) - k2 X (b ref -b old ) + p old 

and that at the next step p old is set equal to p and b Qld Is 
set equal to b. 

16. Method according to one of the claims 1 to 15, 
characterized in that the probability (p) is compared to a 
random number (u) evenly distributed between 0 and 1. 

17. Method according to claim 16, 

characterized in that the packet is marked with a high drop 
precedence (OUT) if the probability (p) is greater than the 
random number (u) . 

18. Method according to one of the claims 1 to 1.7, 
characterized in that the packets are put into a buffer 
preferably assigned to the core node. 

19. Method according to one of the claims 1 to 18, 
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characterized in that, in case of packet congestion during 
transmission, the packets marked with a high drop precedence 
(OUT) are discarded. 

20. Method according to one of the claims 1 to 19, 
characterized in that the chanqe in the TCP window size (W) 
is expressed as 



R(i) 2«R(t-R(t)) ' V W/ 



21. Method according to one of the claims 1 to 20, 
characterized in that the change in the token bucket 
occupancy (b) is expressed as 

b = -^N(t) + C. 
R(t) 

22. Method according to claim 20 and/or claim 21, 
characterized in that the change in the TCP window size (W) 
and/or the Loken bucket occupancy (b) is linearized in the 
operation point, preferably at constant round trip time (RTT) 
and/or constant number of TCP sources (N) 



dW = -4~(<? W + d W(t - R 0 )) -^-8 P(t - * 0 ), 
R 0 C 2N 2 

N 

Sb = -— JW, 



where 

5 w=w-w 0 
5 b=b-b 0 

5 P=P-Po • 
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h 23. Method according to one of the claims 1 to 22 , 

characterized in that, assuming n j_ , the transfer 

R 0 2 c Ro 

function can be expressed as 

R 0° 2 1 ^-sRn 



H(s) = - 



2N 2 2N 



R 0 2 C 



24. Method according to one of the claims 1 to 23, 
characterized in that the token bucket occupancy (b) is 
stabilized by way of a controller, especially a PI controller 

C(s)-K^ 



s 



25. Method according to claim 2 4 , 

characterized in that the control system constant is set to 
a value greater than the TCP time constant and especially 
that the zero of the controller is set to 

Z = 6L> n =0.1 



9 ,2 

R + C 

in order to have the controller dominate the closed-loop 
behavior. 

2G. Method according to claims 24 or 25, 

characterized in that especially by invoking the Nyquist 

criterion the gain (K) in controller is set to 

K=0.007- (2N )3 



(2R+C 2 ) 2 " 
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27. Method according to claims IS, 25 and 26, 
characterized in that kl is computed by a preferably bilinear 
transformation as 



k1 = K 



't 1 N 

_ + 

2 u)~ 
K 9 J 



28. Method according to claims 15, 25 and claim 26 or claim 
27, 

characterised in that k2 is computed by a preferably bilinear 
transformation as 



k2 = -K 



2 <u g; 



3. Detailed Description of Invention 

The invention relates to a meLhod of transmitting data from 
customers over a computer network, in particular over the 
Internet, where the data to be sent is split into IP packets. 
We assume further that each packet is marked by one of at 
least two states (in and out) and the sates determine which 
packets are dropped first, if packets are dropped during 
transmission due to network conqestion. 

Today, there are many different methods of transmitting data 
from a customer over a computer network. Data to be 
transmitted over the Internet is generally split into packets . 
If the data is transmitted via the IP protocol, it is split 
into Internet Protocol (IP) packets. In order to guarantee 
the smooth transmission of the packets over the network, i.e. 
without congestion, the packets can be marked by one of at 
least two states. The objective of: these states is to 
determine which packets are dropped first and which packets 
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arc dropped last, if packets are dropped during transmission. 
Packet drops occur due to network conges Lion. In this case, 
packets marked with a high drop precedence (out packets) are 
discarded first while packets marked with a low drop 
precedence {in packets) have a higher probability of not 
being discarded. 

Packets are marked at their entry into the network, i.e. at 
the edge node of an Internet Service Provider (ISP), Tor 
example. The packets are marked according to an. algorithm 
that checks if the respective packet conforms to a specific 
condition, e.g. if the size of the packet is smaller than 
a specific number of bytes. Packets that do not conform to 
this condition are marked with the state where a packet is 
dropped first (out packets) in case of network congestion. 

The described system of marking packets is especially 
problematic in thai; packets are only marked with a state of 
high drop precedence if the packet does not meet the condition . 
This is especially true if an algorithm contains the 
condition, as is usually the case, that a packet is marked 
with a high drop precedence if the packet exceeds an assigned 
maximum bandwidth during transmission. This means that 
packets marked with a high drop precedence are dropped when 
the assigned maximum bandwidth of the customer has already 
been exceeded. Marking packets with a high drop precedence 
only when packets are not conforming, allows to discard not 
conforming packets in case of congestion, but does not allow 
to prevent congestion. 

Summary of the Invention 

The object of the present invention is to provide a method 
of transmitting data of the kind mentioned in the beginning 
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that aims at avoiding network congestion, by optimizing the 
way packets are marked at the edge router. 

According to the present invention, this object is achieved 
by a data transmission method displaying the features of 
claim 1, characterized in that the marking of the packet with 
a state of high drop precedence is based on a random 
probability. 

According to the present invention, by marking the packet 
on the basis of a random probability, packets can already 
be marked with a state of high drop precedence when the 
assigned maximum bandwidth is not exceeded. Consequently, 
packets can also be early dropped when the assigned maximum 
bandwidth is not exceeded during the transmission of the 
packet. If the packets are transported by the TCP protocol, 
early packet drops will cause the source to slow down the 
transmission rate (speed at which packets are sent into the 
network) and this allows to prevent network congestion. This 
provides a very advantageous and simple method of controlling 
and optimizing the bandwidth at which a customer sends data 
or the aggregate traffic of a customer. 

With regard to guaranteeing an especially effective 
transmission, the marking of the packet with a high drop 
precedence is based on a single random probability for each 
customer, thereby minimizing the computational workload. 

The nodes in a network are connected with each other through 
links. Several customers could share a link, in particular 
a line and/or a wireless connection or similar. In this case, 
one random probability for each customer is used to 
characterize the traffic he sends. The proposed method aims 
at optimizing the bandwidth experienced by each customer, 
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unlike existing methods that attempt to maximize the total 
bandwidth un the link. 

In other words, with traditional methods, it is more likely 
that one or more customers receive significantly more 
bandwidth than what he/they paid for at the expense of other 
customers. With the proposed method each customer should 
experience a bandwidth close to the value he paid for. 

The links have maximum bandwidths and/or the customers could 
be assigned a maximum bandwidth (Tor the data transmission. 
Such scenarios are frequent with ISPs and thGir customers, 
as charging and paying on the basis of an assigned maximum 
bandwidth is especially simple. 

When a packet enters a network, a method is applied to decide 
whether the packet is conforming or not, that is to determine 
whether the bandwidth used by a customer exceeds or not the 
value the customer has paid for. The methods used to assess 
the conformity of a packet to a certain contract are called 
policers. One of the most common policers, is the token 
bucket. When a packet enters the network, a token bucket, 
characterized by a given token bucket size, is filled at a 
rate, corresponding to the bandwidth purchased by a customer. 
Both the size {also called depth) of the token bucket and 
the assigned bandwidth are generally part of the contract 
between an ISP and a customer. 

Then, when a packet of a given size or length from the customer 
is received at the edge node, it is marked with a high drop 
precedence if the packet length (measured in bytes) exceeds 
the number of bytes of the token bucket, i.e. the token bucket 
occupancy. If there are enough bytes in the bucket for this 
packet, it is marked with a low drop precedence. If the 
packet is marked with a low drop precedence, a number of bytes 
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equal to the packet length is subtracted from the token bucket. 
If a packet is marked with a high drop precedence, no bytes 
are subtracted from the token bucket. If the token bucket 
is empty, all packets are marked with a state of high drop. 

At core nodes, all packets are put into the same buffer 
indenpendently off their marking (in/ out) . This buffer is 
managed in such a way that in case of congestion, out packets 
are dropped first. In this way, it is guaranteed thai: as long 
as the network is configured such that in packets alone do 
not cause congestion, in packets are never dropped. 

The proposed invention enhances the standard token bucket 
as follows. When a packet arrives at an edge router, it 
enters a token bucket. If the size of the packet does not 
exceed the number of bytes in the token bucket, the packet 
(unlike in the standard token bucket) might still be marked 
as not conforming (high drop precedence) with a certain 
probability. In case of network congestion this packet will 
most likely be dropped {we refer to this drop as an early 
drop) . The invention is based on the fact that, if packets 
are transported by the Transmission Control Protocol (TCP) 
(in particular Transmission Control Protocol / Internet 
Protocol, i.e. TCP/IP), then an early drop allows the source 
to slow down the transmission, before a serious level of 
congestion occurs. In other words, an early drop should 
prevent a situation in which many packets are dropped. 

In a very simple embodiment, the packets could be forwarded 
in a Differentiated Services (DiffServ) environment. 
DiffServ - also referred to as the DiffServ architecture - 
is a scalable way of providing Quality of Service (QoS) in 
the Internet . Scalability is achieved by moving complicated 
functionality toward the edge and leaving the core with very 
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simple functionality. With DiffServ, packets are marked at 
the ingress of the network with a DiffServ codepoint (DSCP) 
and at the core they are given a forwarding treatment 
according to their DSCP. Each DSCP corresponds to a Per - 
Hop 3ehavior (PHD) . 

Two groups of PHB have been defined so far: PHB with Expedited 
Forwarding (EF) and PHB with Assured Forwarding (AF) . 

Service providers, especially ISPs, that offer DiffServ 
services, generally use Assured Forwarding (Ah") to provide 
a service. With AF, the packets of a customer are forwarded 
with a very high probability as long as the aggregate traffic 
from the customer does not exceed the contracted bandwidth, 
i.e. the assigned maximum bandwidth. If the aggregate 
traffic exceeds the assigned maximum bandwidth, in case of 
network congestion, non conforming packets of the customer 
are discarded with high probability. 

In general, charging for the transmission of data by a service 
provider is based on the contracted and assigned maximum 
bandwidth, therefore a customer would expect to receive a 
transmission rate at least equal to the assigned maximum 
bandwidth. In practice, AF used with TCP results in an 
average aggregate traffic that is substantially lower than 
the assigned maximum bandwidth. This is because TCP 
decreases its traffic when packets are dropped. The 
combination of TCP and AF therefore always results in the 
behavior described above if the assigned maximum bandwidth 
is exceeded. In some situations, this combination even 
results in a synchronised behavior of all the customer's TCP 
sources, that all decrease their sending rate at the same 
Lime. As a consequence, the customer's sending rate is 
oscillating, which results in a substantially lower traffic 
than the contracted bandwidth. 
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In Diff Serv, the behavior of TCP transmission in combination 
with AF described above can be observed very frequently. If 
the sending rate exceeds the CIR (Committed Information Race, 
referred elsewhere also as assigned maximum bandwidth) , the 
token bucket is emptied and some packets are marked as out. 
Consequently, this marking leads to packets drops when the 
assigned maximum bandwidth is exceeded. 

The marking algorithm could be extended to three levels of 
drop precedence. Such a solution would enable an especially 
high degree of differentiating packets. The levels of drop 
precedence might even be extended to any number. 

At the core node, all packets are put into the same buffer 
independently of their marking. This buffer is managed in 
such a way that in case of congestion, packets marked with 
a high drop precedence are discarded first. One mechanism 
which is typically used to manage a buffer, so that hiqh drop 
precedence packets are dropped first, is WRED (Weighted 
Random Early Detection) . WRED guarantees that, as long as 
the network is confiqured such that packets marked with a 
low drop precedence alone do not cause packet congestion, 
these packets are never dropped. 

TCP reacts to these drops by decreasing the traffic to a value 
lower than the assigned maximum bandwidth. If TCP does not 
detect any further packet drops, it increases the traffic 
again until the next packet drops occur. As a consequence/ 
TCP's sending rate oscillates between the assigned maximum 
bandwidth and a value sometimes substantially lower, 
resulting in an average traffic lower than the assigned 
maximum bandwidth. This behavior is reduced substantially 
by marking the packets on the basis of an additional random 
probability. 
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To optimize the aggregate traffic, the random probability 
at a given time (step) could be expressed as 

p = kl X (b ref -b) - k2 X (b ref -b old ) + Pold 

where p o1<j and b old are the values that respectively p and b 
had at the previous step (previous update time) . To evaluate 
the next step, p oid has to be set equal to p and b old equal to 
b. b ref is the desired token buckeL occupancy, i.e. the value 
of the control loop to which we want to regulate in order 
to stabilize the traffic. 

Every time a packet enters the token bucket, this probability 
is compared with a random number evenly distributed between 
0 and 1. If the probability is qreater than the random number, 
the packet is marked with a high drop precedence. 

When stabilizing the token bucket occupancy, the change in 
the size of the TCP window could be expressed as 

, = _L_W(t).W(t-R(t)) 

R(t) 2»R(t-R(t)) MV w/ 

The change of value of the token bucket occupancy could be 
expressed as 



^ = _W(t) 

R(t) w 



where W(t) is the TCP window size, R(T) is the round-trip 
time (RTT) , N(t) is the number of TCP sources of the customer 
and C is the assigned maximum bandwidth (also referred to 
as CIR elsewhere) . 
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In order to stabilize the token bucket occupancy, we could 
linearize the change of value of the TCP window size and/or 
the token bucket occupancy at the operation point, assuming 
a constant round trip time Rq and/or constant number of TCP 
sources N, 



N 



R 0 2 C 



(<SW + <SW(t-R 0 ))- 



RqC 
2N 2 



<5p(t-R 0 ), 



N 



6b = - — 8\N, 



where 



6 W-W-W 0 
5 b-b-b 0 

5p=p-P 0 - 

The operation point (W 0 , b 0 , p 0 ) is determined by imposing 
the conditions W = 0 b = 0. For the number of TCP sources we 
assume N(t)=N and for the round trip time R(t)=R 0 , i.e., they 
are constant. 



Assuming that — — « — , the transfer function of the control 

R 0 2 C R 0 

loop could be expressed as 



H(s) = - R ° C 2 2 1 e* R ° 



s + 



*o 2 C 



This transfer function is obtained by performing a Laplace 
transform on the above diffsrential equation. 
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In a very advantageous embodiment, the token bucket occupancy 
could be stabilized by a controller, especially a PI 
controller 



3 4 
— +1 



C(s) = K * 



s 



A PI controller with the value of C(s) obtained by performing 
a Laplace transform would have a maximum input transient and 
a high settling time, but no offset. Therefore, the PI 
controller is well fitted to stabilize the token bucket 
occupancy. 

The transfer function of the open loop is expressed as 
follows: 



U ' 2N jo> . 2N 

1 JO) + 



Ro 2 C 



Assuminq a range for the number of TCP sources of N ^ N~ and 
a round-trip time (RTT) of R 0 ^ R + , the objective is to select 
values for the constants K and z to stabilize the linear 
control loop. 

To this end, we could select a control system constant greater 
than the TCP time constant and the zero for the controller 
could be chosen 



n - 2N 

z = o, g =0.1— 1 



R + C 



The rationale behind the above choice is to have the 
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controller dominate the closed-loop behavior, whore the 
control constant is defined as «1/aj g and the TCP time 



constant as 



2W 



,2 

R + C 



By invoking the Nyquist stability criterion, the system is 



stable at co q for 



K = 0.007 



(2NT) 3 
(2R + C 2 ) 2 " 



The Nyquist criterion defines when a system is stable for 
the highest frequency o> g . By imposing the equation 
lL(jco g )| = 0.1, we obtain the value for K. 

By computing the equation for the phase difference, we obtain 
ZL(ja; g )>-146 o >-180 D . 



Consequently, the loop is stable for these values. 



By performing a transformation from the Laplace domain into 
the z domain, preferably a bilinear transformation, we obtain 
kl and k2 as 



k1 = K 



(l 1) 


, k2 = -K 


T 


1 \ 


— + — 








2 









where K is the gain in the controller and o g is the frequency 
domain of the system. T is the sampling time, defined for 
instance as the interarrival time, which is equal to the 
inverse maximum bandwidth 1/CIR, i.e. the customer is 
transmitting at his maximum contracted bandwidth. 
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There arc different advantageous ways in which to apply and 
further develop the teachings of the present invention. To 
this end, please refer to the claims at the end of this 
document as well as to the description of preferred 
embodiments of the invented method with reference to drawings 
that follows . The description of preferred embodiments with 
reference to drawings also includes the generally preferred 
embodiments of the teachings. 

Fig. 1 shows a simulated scenario with two customers CI and 
C2 sending data over an ISP to customers Dl and D2 in a Dif f Serv 
environment where the packets are sent via PI-IB with AF and 
WRSD. CI and C2 have agreed a maximum assigned bandwidth 
(CIR) of 10 Mbps with their ISP. In addition, customers CI 
and C2 share a link of a maximum bandwidth of 20 Mbps, both 
sending 20 TCP flows each, with RTTs of 20 ms (CI) and 100 
msec (C2 ) . 

According to the simulation results, in this exemplary 
embodiment the traffic of customers CI and C2 are 9.83 and 
8 . 32 Mbps each when using the known token bucket algorithm 
without an additional marking scheme on the basis of a random 
probability. Note that the traffic of customer C2 is 
substantially lower than the assigned maximum bandwidth CIR 
of 10 Mbps. 

Fig. 2 shows a schematic depiction of the known token bucket 
algorithm. By means of this algorithm, the actual bandwidth 
is compared with the assigned maximum bandwidth, the CCR. 
When a packet enters the ISP's network, a token bucket of 
the sizef^pKS filled at the rate specified by the assigned 
maximum bandwidth CIR. Both the token bucket size B and the 
assigned maximum bandwidth CTR are part of the respective 
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contract between the ISP and the customers CI and C2. 



Then, when a packet of the si>:e of length L enters the token 
bucket, it is marked out (i.e. marked with a high drop 
precedence) if the token bucket occupancy b has less bytes 
than required. If there are enough bytes in the bucket for 
this packet, it is marked in f i.e. marked with a low drop 
precedence. In case of in marking, a number of bytes equal 
to the packet length L is subtracted from the token bucket 
occupancy b. If a packet is marked out because the token 
bucket occupancy b does not have enough bytes, no bytes are 
subtracted from the token bucket occupancy b. 

Fig. 3 plots the token bucket occupancy b for customer C2 
if the packets are marked solely on the basis of the token 
bucket occupancy algorithm shown in Fig. 2. The plot shows 
the oscillating behavior of the TCP traffic aggregate. When 
the token bucket gets empty it is because the TCP traffic 
has increased its rate over the assigned maximum bandwidth 
CIR. In case of congestion, packets marked with a high drop 
precedence (out packets) are dropped. Fig. 3 clearly shows 
that TCP reacts to the drops by significantly decreasing its 
rate. At this point, the token bucket starts filling up again, 
i.e. the token bucket occupancy b increases. It is not until 
TCP increases its rate over the CIR again that the token bucket 
occupancy b decreases again. In the time period while the 
bucket is full the customer C2 is transmitting at a lower 
rate than the assigned maximum bandwidth CIR. 

In Fig. 4, a flow diagram shows the marking of a packet 
according to the invented method. When the packet enters the 
network, the token bucket algorithm of Fig. 2 first checks 
. if the packet is within the assigned maximum bandwidth CIR. 
To this end r the packet length L is compared with the token 
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f bucket occupancy b. If the value of the packet length L is 

greater than the value of the token bucket occupancy b, the 
packet is marked out- Cf the token bucket occupancy b has 
enough bytes, the random probability p determines whether 
the packet is marked in or out. Now, if the probability p 
is greater than a random number u evenly distributed between 
0 and 1, the packet is marked out; otherwise it is marked 
in. If the token bucket is empty, all packets are marked out 
independently of the random probability p. 

The problem of stabilizing the token bucket occupancy b can 
be achieved by an additional marking scheme on the basis of 
the random probability p. The problem of stabilizing the 
token bucket occupancy b can be expressed as having the time 
derivative of the token bucket occupancy b equal to 0: 

b = CIR - r(t) = 0, 

where the token bucket occupancy b is greater than 0 and 
smaller than the token bucket size B, where b is the token 
bucket occupancy, B is the bucket size, r(t) is the sending 
rate of the customer and the CIR is the contracted maximum 
bandwidth of the customer. 

The problem of stabilizing the buffer occupancy (in a queuing 
system) has been extensively studied in the context of Active 
Queue Management (AQM) . The problem of stabilizing the token 
bucket occupancy b described above can be transformed into 
the problem of stabilizing the occupancy q of a queue of size 
B and capacity C (equal to CIR) filled at a rate r{t). 
Assuming constant round trip delays and that all out packets 
are dropped, the two problems are actually equivalent, which 
can be easily seen with the change of variable: 



q=B-b. 
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While these schemes differ in details, they are similar at 
the architectural level. They monitor the evolution of the 
buffer occupancy and process this data with an algorithm to 
obtain a dropping probability for incoming packets. 
Different AQM schemes basically differ in the algorithm used 
to obtain the dropping probabilities. 

For every incoming packet the probability p is computed as 

p - kl X (b ref -b) - k2 X (b ref -b oid ) + PoId 

where p oid and b old are the values that respectively p and b 
had at the previous step (previous update time) . To evaluate 
the next step, p old has to be set equal to p and b old equal to 
b. b ref is the desired token bucket occupancy to which we want 
to regulate. Note that when marking out, no bytes are 
subtracted from the token bucket. 

The stability of the token bucket occupancy b depends on the 
parameters kl and k2. Therefore, the appropriate choice of 
kl and k2 is key to achieve the performance objective. Fig. 
5 show3 a block diagram of a linearized control loop to 
stabilize the Lokcn bucket occupancy b, on the basis of which 
kl and k2 are computed according to the algorithm already 
described. 

Fig. 6 depicts the token bucket occupancy b of customer C2 
in case the data is transmitted according to the invented 
method, i.e. by using the random probability p. The token 
bucket occupancy stabilizes at a value of approx. b ref = 0.75 
B . The aggregate traffic obtained by customer C2 in this case 
is 9>65 Mbps, which is much closer to the assigned maximum 



(34) 32 003-87316 (P2003-87316A) 



bandwidth than the 8 . 32 Mbps obtained in the first simulation . 
Note that in Fig. 6, as compared to Fig. 3, the time intervals 
over which the token bucket is Full are considerably shorter. 

The objective of providing a throughput as close as possible 
to the assigned maximum bandwidth CIR can be reformulated 
as stabilizing the token bucket occupancy b around a 
reference value b r ^ f . Cn this specific exemplary embodiment 
b ref « 0,75 B. A constant not full token bucket occupancy b 
implies a sending rate of in packets approximately equal to 
the assigned maximum bandwidth CIR. Since in packets are 
very unlikely to be dropped, this leads to a throughput 
approximately equal to the assigned maximum bandwidth CIR. 

The method according to the present invention therefore 
relies on early notifying TCP sources of upcoming congestion 
via out marking based on the random probability p. In this 
way, the method according to the invention avoids 
synchronization among the TCP sources of CI and C2, 
respectively, resulting in a better utilization of the 
contracted throughput and a better distribution of the total 
bandwidth in case customer CI and C2 have contracted 
different CIRs. This results in a high level of fairness 
between customers CI and C2. 

One of the main advantage of the method according to the 
present invention is its simplicity. Instead of keeping 
state of each active connection, the method according to the 
invention only requires a small number of additional fixed 
and variable parameters for each token bucket. Another 
specific advantage is that its configuration does not require 
specific knowledge about the customer's traffic, but only 
a lower bound for the number of TCP sessions and an upper 
bound for the* round trip time (RTT) . 



(35) 12 003-87316 (P2003-87316A) 



In the following we describe some simulation scenarios and 
their results to further explain the teachings according to 
the present invention. We continue assuming a DiffServ 
environment using a token bucket and a WRED queue. Such a 
scenario has proven very efficient in providing the agreed 
CIR in many simulated scenarios* 

However, we observed that in a number of cases of interest 
in practice, such an architecture is not able to contrast 
fairness problems due to the TCP flow control mechanism. By 
employing the random probability, results can be 
significantly improved. In the present simulation 
scenarios, the discarding thresholds for conforming traffic 
in the WRED mechanism are set to a value that avoids in packets 
drops. Besides, the maximum threshold for packets marked out, 
OUT meuc Is equaD to 10. Finally, for simulations of tho method 
according to present invention, the instantaneous queue 
length for the AQM mechanism is taken into account, so that 
the system reacts faster to the early marking. Simulations 
were run using ns^2. 

In the following we first show some simulation results we 
obtained by considering a number of heterogeneous scenarios. 
In the first three scenarios we assumed a fully subscribed 
link, i.e. the sum of the CIRs is equal to the bottleneck 
capacity. In contrast, in the fourth scenario we explored 
the behavior when the link is only partially subscribed. We 
conclude the section by evaluating the performance of the 
proposed marking scheme as a function of different parameters. 
All simulations were run using TCP Reno. 

The first scenario is depicted in Fig. 1 and described by 
Table 1. The access links do not introduce either delays or 
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packet drops. It is known that non-responsive User Datagram 
Protocol (UDP) traffic causes problems of fairness when 
interacting with TCP flows. Therefore, in this scenario we 
sLudy the interaction between customers transmitting either 
TCP only flows or mixed TCP and UDP traffic. To model UDP 
traffic, we considered Constant Bit Rate (CBR) flows, each 
sending at 1.5 Mbps- In this case the UDP rate sums up to 
75% of the agreed CIR. 





CIR 
(Mbps) 


# of flows 


RTT 

(ms) 


no p 
(Mbps) 


P 

(Mbps) 


TCP 


UDP 


Total 










37.88 


39.47 


CI 


10 


10 


0 


20 


9.46 


10.10 


C2 


10 


10 


0 


100 


7.99 


9.05 


C3 


10 


10 


5 


20 


10.35 


10.21 


C4 


10 


10 


5 


100 


10.06 


10.09 



TABLE 1 



Table i reports some settings we selected for this test and 
in the last two columns it shows the results in terms of 
traffic for the standard method and the method according to 
the present invention respectively . Table 1 also shows that 
using the random probability p helps customers sending TCP 
flows only to receive a higher share of the total bandwidth* 
In particular CI, characterized by a small RTT, achieves the 
agreed CIR while C2 gets more than 90% of it, against the 
80% allowed by the standard method. 

In a second scenario we assume heterogeneous values for the 
maximum assigned bandwidth CIR. A fairness problem also 
arises when different customers contract heterogeneous 
values for the assigned maximum bandwidth CIR. In fact, 
those customers characterized by a lower CIR value are 
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favored in achieving the agreed CIR. Th3 following scenario 
is an example of this behavior. The bottleneck link speed 
is set equal to 22 Mbps, Table 2 shows that in the considered 
case, the method according to the present invention allows 
to improve the overall link utilization by more than 15% and 
above all it leads to a significantly more fair bandwidth 
distribution. 





CIR 
(Mbps) 


# of flows 
TCP 


RTT 
(mo) 


no p 
(Mbps) 


P 

(Mbps) 


Total 








18.18 


21. 62 


CI 


10 


10 


20 


8.63 


10. 16 


C2 


1.0 


10 


100 


7.07 


9.23 


C3 


1 


10 


20 


1.43 


1.16 


C4 


1 


10 


100 


1.03 


1.06 



TABLE 2 



In a third simulation scenario we investigate the influence 
of the number of customers. When the number of customers and 
of flows grows to hiqh values, then the multiplexing gain 
has a positive effect towards better link utilization and 
bandwidth distribution, even when the standard token bucket 
is used. The bottleneck link speed is set equal to 100 Mbps. 
In Table 3 we show simulation results that confirm this. 
However, also in this case, the method according to the 
present invention slightly improves the overall pertormance. 
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TCP 


RTT 
(ms) 


no p 
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Q7 17 




CI 


10 


40 


20 




i n sft 


C2 


10 


10 


100 


9. 16 


9.25 


C3 


10 


10 


20 


9 91 
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10 


40 


100 

X \J u 


10 11 


1U . z / 
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10 


20 




m on 


10 - 33 


C6 


10 


20 


100 


9 7 9 




C7 


10 


15 


20 


10.11 


10.25 


C8 


10 


15 


100 


9.47 


9. 66 


C9 


10 


5 


20 


8.88 


9.05 


C1.0 


10 


10 


100 


9.14 


9.22 



TABLE 3 



In a fourth simulation, we investigate the interaction among 
customers with only TCP flows or only UDP flows respectively 
in an under-subscribed link. We considered a link speed of 

4 

53 Mbps, while ICIRj =40 Mbps (75% subscribed link) . C3 and 

i=1 

C4 transmit both 10 CBR flows, each at a rate of 1.5 Mbps, 
i.e. their sending rate is slightly above the CIR. 





CIR 
(Mbps) 


5 of flows 
TCP 4 UDP 


RTT 
(ms) 


no p 
(Mbps ) 


P 

(Mbps) 


Total 








49.56 


51.31 


CI 


10 


10+0 


20 


11.34 


14.30 


~C2 


To 


10+0 


Too 


"9772 


10.48 


C3 


10 


0+10 


20 


14.25 


13.44 


C4 


10 


0+10 


100 


14.24 


13.08 



TABLE 4 
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Table 4 shows that the method according to the present 
indention allows TCP to obtain a significantly higher share 
of the excess bandwidth as compared to th3 standard approach. 
This is especially true for more aggressive TCP customers 
such as CI, which has a smaller RTT, while C2 having a 
relatively small number of data flows and a large RTT 
(respectively 10 and 100 ms) can only achieve the assigned 
maximum bandwidth CIR. 

In the following we investigate the benefit offered by the 
method according to the present invention as a function of 
the number of customers. To this end, we considered again 
the setting implemented for the third scenario. We evaluated 
the throughput achieved respectively by CI and C2 as a 
function of the total number of customers. Customer CI is 
characterized by a low RTT and a large number of data flows, 
therefore it is very likely that he will achieve the assigned 
maximum bandwidth CIR. Customer C2 on the contrary has a 
large RTT and a relatively small number of flows, thus he 
is penalized in the bandwidth sharing. In this simulation, 
we always considered the first n customers in Table 3 for 
a scenario with n customers. 

In Fig. 8 we compare the throughput obtained by CI and C2 
when using the method according to the present invention and 
a standard token bucket. The method according to the present 
invention always allows to achieve the best performance. 
However, the most significant improvement is achieved by 
customer C2 when the total number of customers is below 8. 
By employing the method according to the present invention, 
customer C2 always obtains at least 90% of the assigned 
maximum bandwidth CIR, while the standard token bucket 
considerably penalizes it when the total number of customers 
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is low. The latter case is generally common for ISP access 
links- 

In addition, we also evaluated the total link utilization 
for the third simulation. The results are reported in Fig. 
9. The improvement due to the method according to the present 
invention is considerable. 

We now consider the effect of a low number of flows per 
customer, of the order of a few units (for instance home users) . 
In particular we analyze the performance of a scenario with 
10 customers, each transmitting 10 flows, except tor one 
customer that sends a smaller number of flows. All customers 
are assigned a CTR of 10 Mbps, the RTT varies for the different 
customers between 20 and 100 ms and the bottleneck speed link 
is equal to 100 Mbps. 

For the customer sending a small number of flows we evaluate 
the achieved throughput as a function of the number of flows, 
when employing the method according to the present invention 
as compared to the standard token bucket- Results are 
reported in Fig. 10. As expected, when the number of flows 
is small, the throughput obtained is significantly lower than 
the assigned maximum bandwidth CIR. However by usinq the 
method according to the present invention we observe a 
relevant improvement. In this simulation, by transmitting 
5 flows, the customer already obtains the assigned maximum 
bandwidth CIR, while when no early marking is applied, the 
throughput achieved is still 10% lower than the assigned 
maximum bandwidth CIR. 

With regard to additional advantageous embodiments of the 
teaching according to the invention, in order to avoid 
repetition, please refer to the general section of the 
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description as well as to the claims at the end of this 
document . 

Finally, we would like to point out explicitly that the 
exemplary embodiments described above only serve to describe 
the teaching claimed by are not limited to the exemplary 
embodiments . 

4 . Brief Description of Drawings 

Fig. 1 in a scheme, an exemplary embodiment: of a 

simulation of the transmission of data according to a known 
method and the invented method, 

Fig. 2 a schematic depiction of the known token bucket 

algorithm, 

Fig. 3 the evolution of the token bucket occupancy in 

a transmission according to a known method without a random 
probability, 

Fig. 4 a schematic flow diagram showing the marking of 

the packets according to the invented method, 

Fig. 5 a schematic block diagram of a linearized 

control loop to stabilize the token bucket occupancy, 

Fig. 6 the evolution of the token bucket occupancy in 

a transmission of data according to the invented method, 

Fig- 1 in a scheme, an additional exemplary embodiment 

of a simulation of the transmission of data according to known 
methods and the invented method, 
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Fig. 8 the evolution of the achieved throughput as a 

function of the number of customers when using a known method 
as compared to the invented method, 



Fig. 9 the evolution of the total achieved link 

utilization as a function of: the number of customers when 
using a known method as compared to the invented method and 

Fig. 10 the evolution of the achieved throughput as a 
function of the number of TCP data flow3 when using a known 
method as compared to the Invented method . 



List of Reference Characters and Definitions 



b token bucket occupancy 

b old old token bucket occupancy 

b r€f value to which the token bucket occupancy 

is to be regulated 

B token bucket size 

CIR assigned maximum bandwidth 

CI, C2 ... CIO customers (senders) 

Dl, D2 customers (recipients) 

IN state of low drop precedence 

K gain in the ' controller 

L packet length 

N number of TCP sources 

OUT state of high drop precedence 

p probability 

Poid oT-d probability 

R, RTT round trip time 

u evenly distributed random number 

W TCP window size 

z zero of controller 

<*> g maximum frequency 
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1 . Abstract 



A method of transmitting data from customers (CI, C2, C3, 
C4, C5, C6, C7, C8, C9, CIO) over a computer network, in 
particular over the Internet, where the data to be sent is 
split into packets, in particular into IP packets, where each 
packet is marked by one of at least two states (IN, OUT) and 
where the states (IN, OUT) determine which packets are 
dropped first, if packets are dropped during transmission, 
is, with regard to optimizing the drop rate of the packets, 
characterized in that the marking of the packet with a state 
of high drop precedence (OUT) is based on a random probability 
(P) . 

2 . Representative Drawing 



Fig. 4 
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